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GUACAMOLE™

The Identity Layer Beyond Login

Continuous human authentication for enterprise endpoints and Al-assisted workflows—privacy-first, on-device, and
optimized for Intel®-powered PCs.

Intel® Prestige Partner Intel® OpenVINO™ Optimized NPU-Accelerated On-Device Inference

I The Problem

Enterprise security has solved the login problem. It has not solved the session problem

Guacamole continuously verifies that an authorized human remains present and in control, helping
prevent unattended access, shoulder surfing, unauthorized session use, and unapproved Al-agent activity.

| Continuous Human Authentication for the Agentic Al Era

As Al agents access enterprise data and act on users' behalf, one-time login is no longer enough.
Guacamole™ continuously verifies the authorized user remains present while Al agents operate.

1. Human 2. Al Agent 3. Presence 4. Policy
Authenticated Acts Verified Response
Present: session
remains trusted.
Absent: lock, alert,
restrict, or trigger a
configured workflow.

Approved agent Guacamole™ confirms
existing Windows, accesses data or takes the authorized

SSO, or identity action on the user's human remains
workflow. behalf present

Signs in through an

I Zero Trust at the Edge

Biometrics stay on the device.
— Biometric matching and presence verification occur locally; no continuous video or facial-photo storage.

j Flexible camera support.
Supports RGB, IR, and depth-enabled cameras; IR/depth improves low-light performance and anti-spoofing.

Low-friction security.
= Passive, hands-free verification with fewer prompts and risk-based security responses.

OPTIMIZED FOR INTEL®-POWERED PCS
Upto11.5 hrs Under 2W

Observed incremental
system power in tested
NPU configuration*

®
inte| prestice Prteesltige -| Observed light-load

battery life in tested

Partner NPU configuration*

Internal testing on an Intel-powered reference system. Performance varies by hardware, camera, configuration, and workload

I Built for Regulated, High-Value Environments

Financial Services

Supports stronger session controls and
timestamped presence events for privileged
and high-value endpoints.

Government / SLED

Designed for controlled, disconnected, and air-
gapped environments; previously evaluated in
U.S. government settings.

Request a 30-Day Enterprise or OEM Evaluation

Healthcare

Supports workstation security policies and
automatic session protection on shared and
clinical devices.

Al-Assisted Workflows

Provides continuous human-presence
assurance while Al assistants and agents
access data or perform approved actions.
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